TposiH-BbIMOraTenb B counanbHom cetn “BKoHTakTe” unu HakasaHue
ansa ocobo ndonbITHbIX

Ceroansi B TOM WJIM MHOW COLIMAIIBHOW CETH 3aperMCTPUPOBAH MOYTH KaXK/blii. Beex monbp3oBareneit
MOJI0OHBIX PECYPCOB MOKHO MOAETUTh HA HECKOJIbKO KaTeropuil. OHU BBICTABIISIIOT HAMIOKAa3 BCIO CBOIO
YaCTHYIO JKM3Hb, HAUWHAS OT JTUYHBIX (hoTorpaduii 10 HOMepa TenedoHa U aapeca, IPYrue UCIOIb3YIOT
HACTPOMKHU MPUBATHOCTH — 3TO JEJIAI0T, IPEXKIE BCETo, T€, KTO TyMaeT 0 cOOCTBeHHOM Oe3omacHocTu. Ho
€CTh €Ille OJ[HAa HETrJacHas KaTeropHs (03epoB — JIOOOMBITHBIE. VIMEHHO MM HE TEPIUTCS y3HATh, 4TO
CKPBIBAIOT 3aKPBIThIE CTPAHUYKHU OHJIANH-IIPY3€l, MOATOMY OHU U IMOMAJal0T B JIOBYIIKH MOIICHHHUKOB,
[pejaraoiux MomnuoHuT, B MHTepHeTe 3a Apy3bsMU U 3HAKOMBIMH, Y3HaTh TallHbl WX JINYHOU
MEPENUCKH, TPOYUTATh COOOIICHUS Ha “CTeHE” U MPOCMOTPETh 3aKPhIThIE (hoTOrpadum.

B coumanbnoit cetm “BKonTakTe” mOSBHICS HOBBI BHPYC TpOSIH-BBIMOTaTenb Trojan-
Ransom.Win32.Vkont.a, npenynpexnaatot skcreptsl “Jlaboparopun Kacnepckoro”. Anroputm padoThI
TPOSIHIICB-BBIMOTATENIeH MPOCT M 3aKI0YaeTcs B OJOKMPOBAaHUM pPabOTHl KOMIIBIOTEpA C IIEJBIO
NOJIyYeHHUsl JIeHeT 3J0yMbIIIJIeHHUKaMu. Jlis 3Toro mosb3oBarento mpejpiaraercss ornpaBute CMC-
cooOmieHne Ha KOPOTKH HOMEp B OOMEH Ha Mapojb Ui BOCCTAHOBICHHS IAHHBIX HIJIM HOPMAIbHOM
paboTtocrnocoOHoCcTH KoMmmbioTepa. s Poccun npobnema “010kepoB” siBisieTcs Hanbosee akTyalbHOM.
[lo nannbiM “JlaGoparopun Kacnepckoro”, €XeqHEBHO € TaKMMHM BPEIOHOCHBIMM IpOrpaMMaMU
CTAJIKMBAIOTCSI HECKOJIBKO THICAY POCCUMCKHX MOJIb30BaTENIeH U HE TOJILKO MPU MOJIb30BAHUH COLICETHIO,
HO U NP CKAYMBAHUU COMHUTENbHBIX (DUIBMOB, KOT/Ia YKA3bIBAETCS, YTO HA MPOCMOTP (QHiibMa Jaercs
yac OecruiaTHoro BpemeHu. [Ipu ncredeHnn ornpeneraeHHOro BpeMEHH, KOMIIBIOTED «KMHOMaHay» TaKxke
OJ0KHpyeTCsL.

B “KonrtakTe” 3TO BBIMISAUT OOBIYHO TaK: JIOOOMBITHOMY IOJIH30BATEIIO MPEIaraloT MPOUTH O
CCBUIKE Ha CalT, KOTOPHIM Ha CaMOM Ji€JIe MOUICHHWYECKHH, U TaM y3HaTb BCE HMHTEPECYIOLIUE €ro
Taiipl. Ha sTom caifte mpemiaraercs ckadath [1O mis B3jOoMa y4eTHBIX 3alucedl B COLIMAIBHON CETH
“BKonTakre”. OpgHako Iociieé KJIMKa Ha KHOIKY 3arpy3kd IIOJ BHJIOM ‘“‘TIPOrpaMMBbI-B3JIOMILKKA”
HA4YMHAETCS CKaYMBaHUE TPOSIHIIA-BBIMOTATENIS, ECTECTBEHHO O MOJIMEHE HUUYEro HE COOOLIaeTCs.

[Tocne storo, Ha PaGodyem crosie KoMIbIOTEpa MOSABISAETCA OKHO C MpeanoxkeHueM otnpaButb CMC-
cOOOlIleHue Ha KOPOTKHI HOMEp, 4TOObl MOJYYUTh MNpOTrpamMmy JUid JOCTyla K JIMYHBIM JaHHBIM
nonb3oBarenei cetu “BKontakte”. OgHOBpeMEHHO TposHel OJOKHpYyeT paboTy CHUCTEMBI 10 TeX Iop,
MIOKa BBIMOT'aTe I HE MoJiyyat BeIKyM B Buje CMC.

Ho mpu ornmpaBke CMC, nonp3oBaTesib OKa3bIBACTCA ABAXIbl ‘‘HaKa3aH~ 3JI0YMbBIIUICHHUKAMH.
Tposineny ckauaer apxuB VK-Hack.zip, B koTopoM HaxoisTcsi mporpamma Ui moadopa mapoiiedt K
aKKayHTaM B TIOIMYJSPHBIX MOYTOBBIX cepBucax, a Takke IO kmacca ShareWare, 3a momHoLeHHOE
HCIIOJIb30BaHNUE KOTOPOro HEOOXOAMMO 3aIlIaTUTh JOMOJIHUTENbHO. TakuM o0pa3oM, >KepTBa YJIOBKH
MOILIIEHHUKOB HE TOJBKO OIJIaYMBaeT OTNpaBKy noporocrosimed CMC-ku, HO U NOJIy4aeT COBCEM HE
OecriiaTHbIE TPOrpaMMbl COMHUTENBHOTO (hyHKIIMOHANa. JIaboparopust Kacnepckoro pekomeHayeT mpu
obHapyxennn CMC-0okepa Ha KOMIbIOTEpE HE WATH HA TOBOJAY Yy MOIIEHHMKOB U HE OTIPABIATH
COOOMICHUS, a yAAJIUTh HA30UIUBBIN OanHEep ¢ Pabouero crosa ¢ MOMOIBI0 OECIUIATHOTO CEepBHCA Ha
caiite “Jlabopatopun Kacnepckoro”. JlanHast yciyra IOCTyIHa TakXe U 4epe3 MOOUIbHOE YCTPOHCTBO.
Nudopmanus o TOM, Kak OCYIIECTBUTh IOATAHO YyAaleHue OaHHepa ¢ paboyero crona Jyis
pa36mokupoBkd Windows, IpUBOIUTCS HUXKE.

CepBuc Deblocker 6ecrutathpiii. C ero moMomipo MOXHO yOpaTh OaHHEp (pEeKIaMHBIM MOIYIb) C
pabouero ctoia, pazomokupoBarb Windows 0e3 OTHpaBKM CMC WJIHM TepeBOjJa JCHEr Ha CUET, BEPHYTh
3amm@poBaHHBIC BUPYCOM (hailibl.

YTto0b1 yIaIMTh GaHHEP, HAJI0O BBECTU B IepBoe Ioyie HoMep Tenedona (Hanpumep, 84444, 3116,
89854120769, 89162095847) unu cueta (Hanmpumep, 9636256259). Ecau y Bac ecTh TEKCT cMC, KOTOPBIT
OJI0KepBI-BBIMOTATENH MPOCAT OTIPABUTh HAa YKa3aHHBIM HOMEp, BBEJUTE €r0 BO BTOPOE TOJIE.



Jlist momy4eHus koja pa30JI0KUPOBKH JOJIKHO OBITH 3aMOJIHEHO XOTsI ObI 0HO U3 nosiel. [ToapoOHas
WHCTPYKIIHS.

[Tocne ynanenust 6GaHHEpa MPOBEPHTE KOMITBIOTEP HA HAJIMYUE BHPYCOB C MOMOIINBIO OECIIaTHOM
yruuthl Kaspersky Virus Removal Tool. [ns npenoTBpaieHus 3apak€HHs BaIIero KOMITBIOTEPA MbI
pekomeHnnyem ycraHoButh Kaspersky Internet Security 2011. Ckauate OecruiatHyro 30-IHEBHYHO
BEPCHIO.

Ecnu BBI pazmecTuTe CChUTKY Ha CEpPBHC Pa30JIOKHPOBKU HA CBOEM CalTe MIIM B OJIOTE, BB TIOMOKETE
B 60pb0e ¢ BeiMoraTessiMu. [1onydnTs Ko pa30IOKUPOBKU

W wHamocienok, o mpojeiKaX HHTEPHET-MOIICHHHKOB MOXHO TOBOPUTH JOJITO, HO HE CIEAyeT
3a0bIBaTh M 00 OTBETCTBEHHOCTH IIOJIb30BATENsl, BEIb OH II0 CBOCH BOJIE MEPEXOAMUT IO OMACHBIM
CCBUIKaM, TIOJIKMCHIBACT KaKWe-TO CoryialieHus. B pesynbpTare vero u crpamaer cam. Tak 4ro Oyabre
OuTeNbHbI!


http://support.kaspersky.ru/viruses/solutions?qid=208638485
http://support.kaspersky.ru/viruses/solutions?qid=208638485
http://devbuilds.kaspersky-labs.com/devbuilds/AVPTool/
http://www.kaspersky.ru/trials?&campaign=kl_deblocker_kis2011&thru=referer1%3Dkl_deblocker%26referer2%3Dkl_deblocker_kis2011
http://www.kaspersky.ru/trials?&campaign=kl_deblocker_kis2011&thru=referer1%3Dkl_deblocker%26referer2%3Dkl_deblocker_kis2011
http://support.kaspersky.ru/viruses/deblocker/banners

